
I  a m  a  h i g h l y  d i s c i p l i n e d  a n d  m o t i v a t e d  P h D  c a n d i d a t e ,  s p e c i a l i z i n g  i n  t h e
m o n i t o r i n g ,  v e r i f i c a t i o n ,  a n d  t e s t i n g  o f  m i c r o s e r v i c e  a p p l i c a t i o n s .  W h i l s t
a c t i v e l y  w o r k i n g  o n  a  l a r g e - s c a l e  E u r o p e a n  p r o j e c t ,  I  a c q u i r e d  v a l u a b l e
k n o w l e d g e  o f  d i f f e r e n t  t e c h n o l o g y  s t a c k s  f o r  m i c r o s e r v i c e  d e p l o y m e n t .  I
a m  s e e k i n g  a n  e x c i t i n g  p o s i t i o n  t o  d e v e l o p  i m p a c t f u l  M L  p i p e l i n e s  t h a t
e n h a n c e  v a r i o u s  a s p e c t s  o f  t h e  s o f t w a r e  d e v e l o p m e n t  p r o c e s s .

About Me

J a n u a r y  2 0 2 1  -  J a n u a r y  2 0 2 5  ( G r a d u a t i n g  i n  2 0 2 5 ) :
P h D  C a n d i d a t e
D e l f t  U n i v e r s i t y  o f  T e c h n o l o g y
S o f t w a r e  T e c h n o l o g y  -  A l g o r i t h m i c s  ( 2 0 2 4  -  2 0 2 5 )
I n t e l l i g e n t  S y s t e m s  -  C y b e r s e c u r i t y  ( 2 0 2 1  -  2 0 2 3 )
S u p e r v i s o r s :  D r . i r .  S i c c o  V e r w e r  &  D r .  A n n i b a l e  P a n i c h e l l a

P r o j e c t s :  
A u t o m a t e d  T e s t i n g  o f  M i c r o s e r v i c e s  ( 2 0 2 4 )

D e s i g n e d  a n d  i m p l e m e n t e d  a  n e w  A I  a p p r o a c h  t o  a u t o m a t i c a l l y
g e n e r a t e  t e s t  c a s e s  f o r  R E S T  A P I s  o f  m i c r o s e r v i c e s .
A p p r o a c h  u s e s  r e a l - t i m e  s y s t e m  m o n i t o r i n g  t o  g u i d e  a n  e v o l u t i o n a r y
a l g o r i t h m  t o  g e n e r a t e  s y s t e m - l e v e l  t e s t s .
S k i l l s  u s e d :  K o t l i n ,  J a v a ,  P y t h o n ,  C + + ,  E v o l u t i o n a r y  A l g o r i t h m s ,  S t a t e
M a c h i n e s ,  D o c k e r ,  G i t ,  M a v e n ,  S h e l l S c r i p t ,  A u t o m a t e d  T e s t - C a s e
G e n e r a t i o n ,  A u t o m a t e d  S o f t w a r e  T e s t i n g .

E U - H 2 0 2 0  A s s u r e M O S S  ( 2 0 2 1 - 2 0 2 3 )
L a r g e - s c a l e  E U - f u n d e d  p r o j e c t  i n v o l v i n g  v a r i o u s  a c a d e m i c  a n d
i n d u s t r i a l  p a r t n e r s .  P r o j e c t  f o c u s e d  o n  e n h a n c i n g  t h e  s e c u r i t y  w i t h i n
t h e  d e v e l o p m e n t  l i f e - c y c l e  o f  m i c r o s e r v i c e  a p p l i c a t i o n s .
M a n a g e d  a l l  a d m i n i s t r a t i v e  r e s p o n s i b i l i t i e s  a n d  c o l l a b o r a t i o n s  w i t h i n
t h e  i n v o l v e d  w o r k  p a c k a g e s ,  w h i l e  l e a d i n g  o n e  o f  t h e  w o r k  p a c k a g e s .    
D e s i g n e d  a n d  i m p l e m e n t e d  s e v e r a l  M L  p i p e l i n e s  f o r  t h e  m o n i t o r i n g  a n d
v e r i f i c a t i o n s  o f  m i c r o s e r v i c e  a p p l i c a t i o n s .
M y  r e s e a r c h  f o c u s  i n  t h e  p r o j e c t  w a s  t o  e m p l o y  t h e  M L  p i p e l i n e s  t o
d e t e c t  a n o m a l i e s  ( n e t w o r k  a t t a c k s )  a n d  v e r i f y  t h a t  t h e  d e p l o y e d  s y s t e m
c o n f o r m e d  t o  t h e  s p e c i f i c a t i o n s  i n  t h e  s o u r c e  c o d e .
S k i l l s  u s e d :  J a v a ,  P y t h o n ,  C + + ,  M a c h i n e  L e a r n i n g ,  D o c k e r ,  E L K - S t a c k ,
K u b e r n e t e s ,  P r o m e t h e u s . i o ,  G r a f a n a ,  A n s i b l e ,  H e l m ,  P a c k e t b e a t ,  G i t ,
M a v e n ,  F l a s k ,  S t a t e  M a c h i n e s ,  S c i k i t - L e a r n ,  P r o j e c t  M a n a g e m e n t ,
I n t e r d i s c i p l i n a r y  C o l l a b o r a t i o n ,  T e c h n i c a l  R e p o r t  W r i t i n g .     

O c t o b e r  2 0 1 9  -   N o v e m b e r  2 0 2 0 :
R e s e a r c h  I n t e r n  ( M a s t e r  T h e s i s )
A P T A  T e c h n o l o g i e s  &  D e l f t  U n i v e r s i t y  o f  T e c h n o l o g y

R e s e a r c h e d  l e a r n i n g  o f  s t a t e  m a c h i n e s  i n  r e a l - t i m e .
I m p l e m e n t e d  a l g o r i t h m  t o  i m p r o v e  l e a r n i n g  s p e e d .
A p p l i e d  s t a t e  m a c h i n e s  f o r  n e t w o r k  a n o m a l y  d e t e c t i o n  o n  s m a l l
d e t e c t e d  h a r d w a r e  ( R a s p b e r r y  P I  4 ) .  
S k i l l s  u s e d :  J a v a ,  A p a c h e  K a f k a ,  A p a c h e  F l i n k ,  A p a c h e  Z o o k e e p e r ,  G i t ,
M a v e n ,  P y t h o n ,  C + + ,  M a c h i n e  L e a r n i n g .

S e p t e m b e r  2 0 1 7  -  A p r i l  2 0 2 4 :  
T e a c h i n g  A s s i s t a n t
D e l f t  U n i v e r s i t y  o f  T e c h n o l o g y

G u i d e d   s t u d e n t s  w i t h  t h e i r  w o r k  o n  m u l t i p l e  s u b j e c t s .
S k i l l s  u s e d :  J a v a ,  G i t ,  M a v e n ,  P y t h o n ,  C + + ,  D o c k e r ,  G r o u p  T e a c h i n g .  

A p r i l  2 0 1 7  -  J u n e  2 0 1 7 :  
P r o j e c t  I n t e r n  -  S o f t w a r e  E n g i n e e r i n g
I N G  N e d e r l a n d

H e l p e d  w i t h  t h e  d e s i g n  a n d  i m p l e m e n t a t i o n  o f  a  m o n i t o r i n g  t o o l  f o r  t h e
s y s t e m s  o f  I N G .
S k i l l  u s e d :  J a v a ,  P y t h o n ,  G i t ,  J a v a S c r i p t ,  T y p e S c r i p t ,  H T M L ,  C S S ,
D 3 . j s ,  N o d e . j s ,  F l a s k .  

Work Experience

Links

github.com/ClintonCao

linkedin.com/in/clintoncao

C a n t o n e s e
P a p i a m e n t o
E n g l i s h
D u t c h
M a n d a r i n
S p a n i s h
F r e n c h
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September 2017 -  November 2020:  
Del f t  Univers i ty  o f  Technology
Master  o f  Sc ience -  Computer  Sc ience
Data Science & Technology Track
Specia l izat ion:  Cyber  Secur i ty
Thesis :  Learn ing State Machines in  Real -T ime on a Smal l  Dedicated Hardware
Device.

September 2014 -  August 2017:  
Del f t  Univers i ty  o f  Technology
Bachelor  o f  Sc ience -  Computer  Sc ience
Informat ion & Knowledge Engineer ing Track
Thesis :  Graphaly t ics  Global  Compet i t ion:  A Compet i t ion Plat form to Compare
Di f ferent  Graph Process ing Plat forms.

Education

Extra Curricular Activities
November 2016 - October 2018:
Media Manager (Board Member)
ABC Compas

Coordinated the media output of the association.
Skills used: Python, HTML, CSS, WordPress, Team management.

Technical Skills
Programming Languages: 
Bash, C++, CSS, HTML, Java, JavaScript, Kotlin, Matlab, PHP, Python, Scala, Shell
script, SQL, TypeScript.

Tools, Framework, and Other Knowledge:
Ansible, Apache Flink, Apache Hadoop, Apache Pig, Apache ZooKeeper, Automated
Software Testing, Automated Test-Case Generation, Docker, ELK-stack, Evolutionary
Algorithms, Flask, Git, Gradle, Grafana, Helm Charts, Kubernetes, Machine Learning,
Maven, NLP, Node.js, Numpy, Packetbeat, Pandas, Prometheus.io, ROS, Scikit-Learn,
SciPy, Symbolic Execution, Travis CI (CI/CD).

Clinton Cao, Annibale Panichella and Sicco Verwer. 2024. Automated Test-Case Generation for
REST APIs Using Model Inference Search Heuristic. Accepted at AST 2025. Preprint:
https://arxiv.org/abs/2412.03420. 

Clinton Cao, Agathe Blaise, Annibale Panichella, and Sicco Verwer. 2024. State Frequency
Estimation for Anomaly Detection. Under Review.

Clinton Cao, Simon Schneider, Nicolas E. Diaz Ferreyra, Sicco Verwer, Annibale Panichella,
and Riccardo Scandariato. 2024. CATMA: Conformance Analysis Tool For Microservice
Applications. In Proceedings of the 2024 IEEE/ACM 46th International Conference on Software
Engineering: Companion Proceedings (ICSE-Companion '24). Association for Computing
Machinery, New York, NY, USA, 59–63. https://doi.org/10.1145/3639478.3640022.
Awards: BNAIC 2024 Best Demo Award.

Clinton Cao, Agathe Blaise, Sicco Verwer, and Filippo Rebecchi. 2022. Learning State Machines
to Monitor and Detect Anomalies on a Kubernetes Cluster. In Proceedings of the 17th
International Conference on Availability, Reliability and Security. Association for Computing
Machinery, New York, NY, USA, Article 117, 1–9. https://doi.org/10.1145/3538969.3543810.

Tim Buckers, Clinton Cao, Michiel Doesburg, Boning Gong, Sunwei Wang, Moritz Beller, & Andy
Zaidman. 2017. UAV: Warnings from multiple Automated Static Analysis Tools at a glance. In
2017 IEEE 24th International Conference on Software Analysis, Evolution and Reengineering.
https://doi.org/10.1109/SANER.2017.7884656.
Awards: Best Tool Paper of SANER 2017.

Selected Publications


